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Supply Chain Risk



Covid 19 Effects

•Considerable ‘chaos’ exists in our supply chains through the 
effects of Covid 19
•Supply Chain Disruptions
•Supply Chain uncertainty

• Shortage of freight containers

• Increased shipping cost

• Longer lead times

•De-globalization
• Reshoring

• Shorten of Value Chains

• Localize production



Russia-Ukraine War

•Sanctions

•Increase Oil prices-→ Gas→ Transportation Cost

•Food Shortages→ Inflation

•Rare Earth Material Shortages→ Chip Shortage



Predicting Supply Chain Shocks



Supply Chain Vulnerability

•Exposure to serious disturbance

•From risks:
•within the supply chain 
•as well as risks external to the supply chain
(Cranfield School of Management 2002)



Vulnerability of supply chains to disturbance or 
disruption has increased

•Due to:
•The globalisation of supply chains
•The adoption of ‘lean’ practices, 
•The move to outsourcing 
•Tendency to reduce the size of the supplier base 
•Focused factories and centralised distribution



Risk Identification



Sources of Risk

(Christopher, 2016)



Supply Chain Risks to Be Considered During 
Network Design



Risk Identification

•Establish risk profiles for all elements of your supply chain

•Active monitoring to keep these profiles up to date

•Determine which segments of your supply chain and how 
many sub-tiers to actively monitor



Understanding the supply chain risk profile

•The purpose of the risk profile is to establish:
•Where the greatest vulnerabilities lie?

•Seek out the ‘critical paths’ through the network where 
management attention should be especially focused

•Undertake an audit of the main sources of risk across the 
network



Critical paths are likely to have a number of 
characteristics

•Long lead-time, e.g. the time taken to replenish components 
from order to delivery.

•A single source of supply with no short-term alternative.

•Dependence on specific infrastructure, e.g. ports, transport 
modes or information systems.

•A high degree of concentration amongst suppliers and 
customers.

•Bottlenecks or ‘pinch points’ through which material or 
product must flow.



Supply Chain Risk Profile: 
One Path in the Supply Network
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Risk Assessment



Calculate Size of Risk

•What the probability of disruption is?
•What is the impact of the disruption?

•A risk profile can be quantified by assigning score such as:
•  (1) for low, (2) for medium and (3) for high
OR
•1 (low) to 10 (high)

(Christopher, 2016)



Supply Chain Risk Profile- Simple

APICS (2015)



Supply Chain Risk Profile: 
One Path in the Supply Network
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Failure Mode Effect Analysis (FMEA)

•Used to Identifying where the priority should be placed 

•So as to reduce the risk of failure

•Ask:
•What could go wrong?
•What effect would this failure have?
•What are the key causes of this failure?



FMEA Process



FMEA- Scoring

•Assess any possible failure 
opportunity against the following 
criteria:
• SEVERITY- What is the severity of 

the effect of failure?
• OCCURENCE- How likely is this 

failure to occur?
• DETECTION- How likely is the failure 

to be detected?

•Calculate Risk Priority Number 
(RPN)

(Christopher, 2016)



FMEA- Example

SC Stage Potential 
Disruption

Potential 
Effects

Causes Severity (S) Likelihood of 
Occurrence 
(O)

Likelihood of 
Detection (D)

Risk Priority 
Number 
(SOD)

Supplier/ 
Production

Production 
inconsistencies

Low 
product 
quality

No set 
quality 
standards

4 2 3 24

Warehousing Errors in 
packaging of 
orders

Errors in the 
order, 
extend lead 
time

Errors in the 
order 
descriptions, 
Packaging 
info not 
available

3 2 3 18

Distribution Insufficient 
volume at  
Warehouse

Backorders Errors during 
production 
planning and 
forecasting

4 2 4 32



Risk Mitigation



Risk Mitigation

•Organizations will need to develop appropriate programmes 
to mitigate and manage SC risk

•The goal is to:
•develop operational resilience
• foster the ability to recover quickly
•plot alternative courses to work around the disruption



Mitigation Strategies

•End to End supply chain visibility- establish a supply chain 
‘control tower’

•Work with suppliers and customers- Synchronize

•Contingency plans for actions to be taken in the event of 
failure
•Adding capacity
•Holding inventory

•Re-engineering of the supply chain 



Achieving Supply Chain Resilience

•The ability of a system to return to its original or desired state 
after being disturbed 

•Two key components:

1. Resistance refers to the robustness of the supply chain 
which enables it to avoid the shocks

2. Recovery relates to the ability of the supply chain to get 
back on its feet quickly



Key Factors for Building Resilience

(Christopher, 2016)



Tailored Risk Mitigation Strategies During Network 
Design



Summary- Managing Supply Chain Risk

(Christopher, 2016)
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